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RFETRIBE

= 0[]

® FERDSMIRAZE/v20.0.198 HES -
> WEAL

e Windows
U z#HEEERE S #Tpowershell F5liE<:

& 'C:\Program Files\Trend Micro\Deep Security Manager\dsm_c.exe' -action versionget -
software

* Linux
{EMterminal# 17 F5IES:

/opt/dsm/dsm_c -action versionget -software
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=% FQDN URLs & Port

bl

Firewall

- FEFHRE - MiBFirewalli2{E - TB{RDSM ServerXtsE¥ drInternetiEHZE
% TrendMicro Vision One i & :

* xdr.trendmicro.com:443 wb.xdr.trendmicro.com:443
*xbc.trendmicro.com:443 assessment.xdrtrendmicro.com:443
*.mgcp.trendmicro.com:443 xdr2-nabu-prod-ap.etdl.trendmicro.com:443
*.manage.trendmicro.com:443 mxdr-us-prod.xdr.trendmicro.com:443
xlogr-uel.xdr.trendmicro.com:443 th-uel.xdrtrendmicro.com:443
api.xdrtrendmicro.com:443 er-uel.xdrtrendmicro.com:443
portal.xdrtrendmicro.com:443 era-uel.xdrtrendmicro.com:443

tm.xdr.trendmicro.com:443

auth.xdr.trendmicro.com:443
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AL

Trend Micro Vision One (XDR)

« EA TrendMicro Vision One console (ADMINISTRATION — Product

Connector)

© 2020 Trend Micro Inc.

ADMINISTRATION

Single Sign-On

User Accounts

User Roles

Product Connector

Third-Party Integration

Alert Notifications

Audit Logs

Console Settings

License Information

sion One™

NITH DETECTIONS
. Techniques

Critical High
1.92)
10.49)
cal(192.168....
3.33)
3.108)

2.80)

Security Dashboard

Med....

450

50

59

Go to App

Total +
450

70

59

39

36

29



« 3217 Product Connector

Trend Micro Vision One™

Connect

Product

© 2020 Trend Micro Inc.

Connection
status

Connected
2021-11-29
13:57:56

Connected
2021-11-29
13:57:58

Data
center

Product Connector

Identifier &

TWTS_XDR: Default organization (United States)

TWTS_XDR (Taiwan)




=m B EE Select Product : Deep Security Software
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Connect Product

Product name:

Select a product

Cloud App Security

Cloud One - Workload Security

Deep Discovery
Deep Security Software

Trend Micro Web Security




EEEClick Generate enrollment tokeniii z2 2R ZJWT token

Connect Product

Product name:

Deep Security Software Connect Product

Enrollment token:

- : Product name:
Click to generate the enrollment token. The token expires after 24

Automatically adds the product to the product list. Deep Security Software

Description: (® The product has been added to the product list. Copy and paste the
enrollment token to the connecting product's web console to complete
configuration.

Enrollment token:

eyJOeXAIOUKV1QILCIhbGciOUSUzI INU9.eyljaWQiOil2ZGNmYjh | (I

Description:

© 2020 Trend Micro Inc.




EA DSM £#5& + £ Administration > System Settings >E# Trend Micro Vision
One > #5ZRegistration Button

t) TREND. | Deep Security Dashboard  Actions  Alerts  Events&Reports  Computers

Policies  Administration MasterAdmin ~ | & News ~ | (7) Help | ) Sy

Iﬂ System Settings |

B Scheduled Tasks

System Settings

~ Agents Alerts Contexts Event Forwarding Ranking System Events Security Updates Smart Feedback Trend Micro XDR Connected Threat Defense SMTP Storage Proxies Advanced
Event-Based Tasks

Manager Nodes Registration

H
L]
Enrollment status: Not registensd
A Licenses
al

User Management

& System information Log Forwarding

r Updates

Trend Micro XDR Endpoint Inventory

ow Trend Micre XDR 10 enable Activity Monitoring on Linux Deep Security Agent ._",
EF To monitor the activity data on Linux agents, this setting needs to be enabled. Personally identifiable mformation is collected by Trend Micr

8 © 2020 Trend Micro Inc. " TR E N
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i A B _EVision One EE{FHAIJWT tokenili #5ZERegister button.

‘.) IREND. | Deep Security Dashboard  Actions Alerts Events&Reports Computers  Polic Administration
@ Scheduled Tasks
[ Event-Based Tasks

Manager Nodes
B Licenses
~ @} User Management
&§ Users
& Roles

@ Caontacts
@, APl Keys

~ [§ Identity Providers
Q SAML

@& System Information
Trend Micro Vision One Enrollment Token

v Q Updates
- Security
& Enroliment Token: @
"= Rules ) - - - )
eyl0eXAIOUKV10iILCIhbGAOUSUZIINIG.eyliaWQiOikyzUSODA2OCTIZGMWLT Q3MTULYidIYS 1iZmi2mD
*Paﬂem‘s 4 EgeTER; B = T T e, e i
‘ G o e B e e e - o o o ] ]
v @ Software [ fo] e - mw s e g w A . - TEE - B g

SF i vl - & i =" ok B B

. Agent Versior MpEm e s g emema prel 8 peossm—e ek e e ———
[l L F T e L ™ el LR oy gem v mny
@ Download Ce fes s oo on melin “ee e w e R e Y

B Local
|

@ Relay Managemer

v S Tools

Cmce'
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(‘) TREND

#i/RTrend Micro Vision One
DSMZE#& > Administaion > System Settings > TrendMicro Vision One

it a0

Dashboard Actions Alerts Events & Reports Computers Policies

Administration

Primary | TH-AWS-PROD-2 -

System Settings

Srhaduled Tasiks
Event-Based Tasks
KManager Nodes
Tenants

Licenses

4 0 > @ @ @ O

Uger Management
& Users

I Rokes

@ Conacts

&, APl Keys

ﬂ dentity Providers

System Information

© Updates

~
o SPCUNTy

~ @ Software
B Agent Versior
() Download Ce

B oo

W Relay Managemer

System Settings

Tenants Agents Alerts Contexts Event Forwarding Ranking System Events Security Updates Smart Feedback

Registration

Security Events Forwarding

Forward security events 1o Trend Micro Vis

Activity Data Forwarding

To f activity data to Trand M Trend b E 1 ary e deg ' ' o taller f
[MoTE] P ! nd Micr

Pla - 0

P he HTTF t 58 ndpoint Basecamp that # g

&/ brv'bash

# PROXY_ADDR_PORT define prooty for software download. Use the following code snippet and fill the praxy information
# PROXY _ADDR_PORT

8 HTTP_PROXY i5 exported for compatiblity purpose, remowve it if it is not needed in your environment

& axport HTTP_PROXY =http !/ SPROXY_ADDR_PORT

N export HTTPS_PROXY =http./ $PROXY_ADOR_PORT

W & e bl sl ona 0 T S

Trend Micro Vision One Threat Intelligence SMTP Storage Proxies Advand

© 2020 Trend Micro Inc.
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MA[ZESHEE]
DSMZE#& > Administaion > System Settings > TrendMicro Vision One >
’U%Securlty Events Forwardlng > Save

Primary | T-AWS-PROD-2 » | (7) Help | b Support »

E S dubed Tasks
B e Tenants Agenls  Alerts  Contexts EvenlForwarding  Ranking  System Evens  Security Updates  Smart Feedback]  Trend Micro Vision One  |Threalintelligence  SMTP  Storage  Proxies Advance d
i &0 Task
[®] Manager Nodes v A
T Tenan Registrat
En

M Licenses

@} User Mansgement

& Users Security Events Forwarding

i Roles B Forward security events to Trend Micro Vision One

o Co

- Activity Data Forwarding

A« To forwar 1 M n One E g ¢ Endp

£ vy f k‘)‘ El P f collected
 Somrerd = BREEas U TEASs
! Updates l % 1 E E’ E :

F [ the HTTF o in th

° *Anti-Malware

# PROXY_ADDR_PORT define proxy for software download. Use the following code snippet
@ Agent Versior # PROXY_ADDR_PORT =
. # HTTP_PROXY is exported for compatibility purpose. remove it if it is not needed in your environment
& Download Ce 4 oo ort HTTP_PROXY=hitn #$PROXY_ADDR_PORT/
# export HTTPS_PROXY ~htip2// SPROXY_ADDR_PORT/

and fill the proxy information

*Web Reputation
Integrity Monitoring
*Log Inspection
Intrusion Prevention

NI than

Also Security Events forwarding check box will be enabled and ticked.

Security Events Forwarding

Forward security events to Trend Micro Vision One

At this point Deep Security Manager is enrolled with Vision One for Detection modules events (IPS, IM, LI, WRS, AM).

11 © 2020 Trend Micro Inc. f" TR E N D
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Assessment

[2]] Threat Intelligence

Zero Trust Secure Access

Response Management

] Maobile Security

y Management

{5y Administration

Single Sign-0On

Third-Party Integration

Alert Motifications

© 2020 Trend Micro Inc.

Connected
2020-10-13
10:25:30

Connected
2021-11-23
08:10:04

Connected
2021-11-29
18:20:14

172.16.207.8 Disconnect

https://172.16.250.164:4119

Disconnect
(172.16.250.164:fe80:0:0:0:d5ed:755e:22:e042%eth0:2001:0:2851:782c 2cAa:Oedf-237d:658:feB0:0:0:02c4a9edF2374:658%net 1:fe80.0:0.0:0:5eferac T 0faad%net?) 1sconne

Eyision One > Administation > Preduct Commector
18 Deep Security software ELRAREE (FR1E)

st FSE5TAk!
END



FEXDR(XBC) Agent Z% from Endpoint Inventory

Trend Micro XDR | endpoint Inventory Qurc B ™ @;2\
Q &, Download the Agent Installer
Available endpoints Installing to endpoint pril Action required 25 Reporting to XDR 26

# View Recommended Endpaints

Endpoint Name Status IP Address Operating System

10.209.44.231 Available 10.209.44.231 Red Hat Enterprise 7 (64 bit)

JerryWin10T88LF64 Available 10.209.72.205 Windows 10

© 2020 Trend Micro Inc.




#EDSMEZESESXDR(XBC) AgentffiZ Script

¢/ IREND
IREND

o Action Required - Assess the impact of Sunburst in your environmegt _£h "

¥ System Settings ‘

| Deep Security Dashboard  Actions  Alerts  Events &RReports  Computers  Policies  Administration MasterAdmin ~ | & News -

elp | €3 Support - | | Q. Help Center Search

O Early Warning service to see if you are affected by the latest targeted attack.  Open Console

System Settings
4 Scheduled Tasks
Event-Based Task Agents  Alerts Contexts = Event Forwarding  Ranking  System Events  Security Updatem Trend Micro Vision One = Connected Threat Defense SMTP Storage  Proxies  Advanced
4 Event-Based Tasks
@] Manager Modes Registration
ﬁ Licenses Enrollment status: Registered

> @b User Management

@, Systern Information

Security Events Forwarding
w Updates
€ Forward security events to Trend Micre Vision One
> I‘?I Security

Activity Data Forwardin
~ @ Software ty 9
Install Trend Micro Endpoint Basecamp with the deployment script below to forward activity data to Trend Micre Vision One. The deployment script can be deployed using tools such as RightScale, Chef, Puppet, or S5H as an administrator. After installing, enable the sensor on Trend Micro Vision
W Agent Version Control One Endpoint Inventory. Learn more

(@ Download Center

B Local

@ Relay Management

Personally identifiable information is collected by Trend Micro Vision One.

-

Platform:  Linux (64-bit) -
Supported on: Red Hat Enterprise Linux 6/7, CentOS 6/7, Amazon Linux V1/2
Proxy: Define the HTTP proxy information in this script for Endpoint Basecamp that requires a proxy. @

#|/bin/bash

# PROXY_ADDR_PORT define proxy for software download. Use the following code snippet and fill the proxy information.
# PROXY_ADDR_PORT="

# HTTP_PROXY is exported for compatibility purpose, remove it if it is not needed in your environment
# export HTTP_PROXY=http://SPROXY_ADDR_PORT/
# export HTTPS_PROXY =http://$PROXY_ADDR_PORT/

if T &/use/bindid -0 -ne 011 then

Save to File Copy to Clipboard

14 © 2020 Trend Micro Inc.




HXVision One - EEEHENTZRIANIGES -

Trend Micro XDR | Endpoint Inventory

Q

Available endpoints

Enable 7 View Recommended Endpoints
¥  Endpoint Name

e ip-172-31-10-20.us-west-2.compute.internal

© 2020 Trend Micro Inc.

Ehi##Enable Sensor > Enable XDR Now

OJ_C B xdr_prod_sao 0

&, Download the Agent Installer

Installing to endpoint Action required Reporting to XDR

Status

Available Enable XDR Now

After enabling XDR capabilities on the following supported endpoints, the endpoints automatically start sending activity data
to Trend Micro for state-of-the-art threat detection and alerting.

Endpoint Name Operating System

ip-172-31-10-20.us-west-2.compute.internal Red Hat Enterpnise Linux 8.0 (Ootpa)

Enable XDR Now (1)



RYENRETN - & 887 RReporting to XDR successfully.

Extend your XDR coverage to include your Office 365 mailboxes for correlated detection and investigation. Enable XDR for Email ] [ | do not use Office 365 ]

(2 Trend Micro XDR | Endpoint Inventory @urc B xdr_prod_sac ] 4

Q &, Download the Agent Installer

Available endpoints Installing to endpoint Action required Reporting to XDR 10

Endpoint Name Status Last reported IP Address Operating System

DESKTOP-35D0G1Q Reporting to XDR 2020-11-25T07:20:32.000Z 192.168.154.224 Windows 10

DESKTOP-6AETQLE Reporting to XDR 2020-11-10T07:50:33.000Z 192.168.163.188 Windows 10

DESKTOP-MIV704U Reporting to XDR 2020-11-25T07:21:53.0002 10.209.93.6 Windows 10

ER-PD20H2X86 Reporting to XDR 2020-11-25T07:23:29.0002 10.209.179.111 Windows 10

HA_19H1X86 Reporting to XDR 2020-11-25T07:20:32.0002 192.168.3.131 Windows 10
ip-172-31-10-20.us-west-2.compute.internal Reporting to XDR 2020-11-24T709:04:01.000Z 172.31.10.20 Red Hat Enterprise Linux 8.0 (Ootpa)
ip-172-31-7-98.us-west-2.compute.internal Reporting to XDR 2020-11-25T07:19:48.000Z 172.31.7.98 Amazon Linux 2
1p-172-31-9-194.us-west-2.compute.nternal Reporting to XDR 2020-11-24T15:01:23.000Z 172.31.9.194 CentOS Linux 8 (Core)

localhost Reporting to XDR 2020-11-24T10:19:16.000Z 10.209.93.5 Red Hat Enterprise Linux

localhost Reporting to XDR 2020-11-25T07:20:53.000Z 10.209.93.5 Red Hat Enterprise Linux

Trend Micro Inc.
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